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DETAILED ACTION 

Continued Examination Under 37 CFR LI 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 12/15/2005 has been entered. 

Claim Rejections - 35 USC § 103 

2. The following is a quotafion of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made, 

3. Claims 1-2,5,7-8, 10-15, 17, 19, 21-22, 25, and 27 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Epstein USPN 6,453,416 Bl in view of Matyas et al. (herein after 
Matyas, USPN 4,206,315). 

Regarding claims 1, 7, 15, 17, 19, 21-22, 25, and 27, Epstein teaches a proxy 
server/system/method/medium for relaying communications between applications and for 
performing an additional process comprising: 

a key manager for managing multiple keys used to generate a digital signature to be 
provided for a message document that is exchanged between said applications, wherein each of 
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said multiple keys is used to sign messages having particular message contents, wherein each of 
said multiple keys is used to sign messaged having particular message contents (coL 4 lines 14- 
23); 

a signature key determiner for extracting said message document from a predetermined 
application, and for, based on said message document, determining a key, wherein said content 
do not include any digital signature data (col. 6 lines 12-67; proxy signature key is determined 
based on the received document and M>herein the document do not include signature 
information)^ and 

a signature generator for providing a digital signature for said message document by 
using said key that is obtained from said key manager based on a determination made by said 
signature key determiner, and for transmitting said message document with said digital signature 
to a destination application (col.. 2 lines 39-65). 

Epstein fails to explicitly teach determining a key from said multiple keys that is to be 
used to provide a digital signature, 

However Matyas discloses a signature key table and selecting signature keys from the 
table to generate digital signature (fig. 1 and fig. 2). 

It would have been obvious to one having ordinary skill in the art at the time of the 
invention was made to employ the teachings of Matyas within the system of Epstein because it 
would generate a signature using a selected and required signature key. One would have been 
motivated to modify the teachings of key selection because it would provide a digital signature 
for documents using different user signature keys. 
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Regarding claims 10, 1 1, and 23-24, they have the same Hmitations as claim 1 above and they 
have been rejected under the same rational as claim 1. And further Epstein teaches obtaining a 
public key for verifying intercepted message or communication and verifying digital signature 
provided for the message using public key to determine if the message is authorized (col. 7 lines 
52-62). 

Regarding claim 2, Matyas further teaches the proxy server, wherein said key manager sets 
multiple key selection rules for obtaining said key, and only when said key selection rules are 
satisfied can said signature generator obtain said key (col, 4 lines 17-60). 

Regarding claim 5, Epstein further discloses the proxy server, further comprising: a log manager 
for storing said message document with a digital signature provided by said signature generator, 
and for managing a log (col, 6 lines 39-49). 

Regarding claim 8, Matyas further teaches the digital signature system, wherein said proxy 
server permits a key used to provide a digital signature to be changed in accordance with the 
contents of a message document; and wherein said proxy server sets key selection rules for said 
key and permits digital signature using said key when said key selection rules have been satisfied 
(fig. 1-2 and col, 3 lines 1 1-51). 

Regarding claim 12, Epstein further teaches the network system, wherein, when said application 
of said local group transmits a message document, said proxy server stores the message 
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document with a digital signature in a log, and manages said log; wherein, when said application 
of said local group receives a message document from a different group, said proxy server stores 
in a log a message document authenticated by a verification of a digital signature, and manages 
said log; and wherein, at a predetermined timing, said proxy server compares the transmission 
log with the reception log for the same message document, and authorizes communication (col. 6 
lines 39-49). 

Regarding claim 13, Epstein further teaches the network system, wherein said proxy ser\'er 
compares signature information for a digital signature concerning the same message document 
(col. 6 lines 12-49). 

Regarding claim 14, Epstein further teaches the network system, wherein said proxy server 
compares hash values used for providing a digital signature for the same message document (col. 
6 lines 12-49 and col. 7 lines 52-62). 

4. Claims 6, 16, 26, and 28 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Epstein USPN 6,453,416 Bl in view of Matyas et al. (herein after Matyas, USPN 4,206,315) and 
further in view of Spelman et al. (herein after Spelman, 5,680,458). 

Regarding claims 16, 26, and 28, it has the same limitations as claim 10 above and it has been 
rejected under the same rational as claim 10. Claim 16 recites more limitations that is the 
combination of Epstein and Matyas fails to disclose, such as: 
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accepting a message document with a digital signature that uses a replacement key, when 
said digital signature on said received message document has been provided by using said 
replacement key for an original key that is determined in accordance with the type of said 
message document; and 

receiving a message document, after said message document signed using said 
replacement key has been accepted, with a digital signature that used said original key. 

However Spelman teaches accepting a message document with a digital signature that 
uses a replacement key, when said digital signature on said received message document has been 
provided by using said replacement key for an original key that is determined in accordance with 
the type of said message document (Spelman col. 6 lines 47-63; replacement public key that 
corresponds to the replacement private key and the digital signature that is generated using the 
central authority's replacement private key is verified and accepted along with the message)', 
and 

receiving a message document, after said message document signed using said 
replacement key has been accepted, with a digital signature that used said original key (col. 3 
Hnes 19-64 and fig. 2). 

Therefore it would have been obvious to one having ordinary skill in the art at he time of 
the invention was made to employ the teachings of Spelman within the combination system of 
Epstein and Matyas because it would allow to effectively and efficiently provide the replacement 
key so that the public can trust a valid key (Spelman col. 1 lines 52-57). One skilled in the art at 
the time of the invention was made would modify these teachings to receive a message document 
with a digital signature that used said original key after the message document signed using said 
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replacement key has been accepted because it would additionally provide a digital signature that 
uses a private key. 

Regarding claim 6, Epstein and Matyas disclose all the subject matter as described above. 

Epstein and Matyas fail to disclose replacement key log manager storage. 

However Spelman discloses replacement key log manager storage (col. 2 lines 66-col. 3 lines 18) 

Allowable Subject Matter 

5. Claims 18 and 20 are allowed. 

6. Claims 3, 4, 9, and 29, are objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 

Claims 10, 1 1, 16, 17, and 19 would be allowable if rewritten or amended to overcome 
the rejection(s), set forth in this Office action, and to include all the limitation as recited in claim 
1 , as objected for being dependent claims for claim 1 , and any intervening claims. 

7. The following is a statement of reasons for the indication of allowance: 
Claims 1 8 and 20 are allowed. 

Claims 1 8 and 20: Prior art of record neither alone nor in combination teach a proxy 
server/medium/apparatus comprising a process for selecting one of a plurality of keys used to 
provide a digital signature for a message document in accordance with a type of message 
document transmitted from a predetemiined application, wherein content do not include any 
digital signature data and wherein each of said plurality of keys is used to sign messages having 
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particular message contents; a process for providing said digital signature for said message 
document using said key that is selected, and for employing a predetermined replacement key to 
provide said digital signature for said message document, when key selection rules for said key 
used to provide a digital signature for said message document, when key selection rules for said 
key used to provide a digital signature for said message document have not been satisfied; and a 
process for employing said key to provide again a digital signature for said message document, 
when said key selection rules for said key are satisfied after said digital signature has been 
provided using said replacement key. 

Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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